Int. J. Advanced Networking and Applications
Volume: Issue: Pages: (2017) ISSN: 0975-0290

2€

Pin Shuffling Authentication Scheme for
Preventing Shoulder Surfing Attack

P. Latchoumy
Department of IT, B.S.Abdur Rahman Crescent Institute of Science and Technology, Chennai-48, India
Email: latchoumy@crescent.education
G. Kavitha
Department of IT, B.S.Abdur Rahman Crescent Institute of Science and Technology, Chennai-48, India
Email: gkavitha@crescent.education

------ ABSTRACT -

In the current ATM process, a significant number of ATM frauds and thefts are occurring, particularly shoulder-
surfing attacks. To prevent such attacks, the Shuffling PIN Authentication Scheme is proposed, which operates on
touch display screen devices. This scheme employs the technique of displaying two keypads with different digit
arrangements: one keypad is closer to the user in which the user can enter their PIN value comfortably and another
keypad can be kept far away for the attacker, where an attacker observing the PIN value from a distance making it
hard to predict the pressed digits. Whenever the user can enter their PIN value, the keypad is shuffled with new
generated PIN. Additionally, the scheme implements a color keypad mechanism for OTP authentication, further
enhancing user security. Thus, the Shuffling PIN authentication scheme and color keypad for OTP authentication
are proposed to prevent shoulder-surfing attacks in ATM transactions.
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I. INTRODUCTION

ATM frauds have become increasingly common in today’s

world,  necessitating the  development  of robust
authentication schemes [1, 3, 9-11]. User authentication can
be performed in various ways, and this paper focuses on PIN
authentication due to its simplicity and maturity. A PIN
(Personal Identification Number) is a 4 to 6 digits’ number
and it is easily guessed by the attacker by shoulder surfing.

Shoulder-surfing is process of overhearing the personal
information of the user. For example, someone waiting in
line behind a person at an ATM might look over their
shoulder to see their PIN. In such cases, the attacker
observes the individual directly. Alternatively, the attacker
can get the user’s personal information remotely by using
some recording devices [5-7].

There is a necessity for the PIN authentication
mechanism can meet user needs if it increases its resistance
to shoulder-surfing without significantly impacting usability.
The proposed work, the Shuffling PIN Authentication
Scheme aims to prevent shoulder-surfing attacks, which
operates on touch display screen devices. This scheme
employs the technique of displaying two keypads with
different digit arrangements: one keypad is closer to the user
in which the user can enter their PIN value comfortably and
another keypad can be kept far away for the attacker, where
an attacker observing the PIN value from a distance.
Whenever the user can enter their PIN value, the keypad is

shuffled with new generated PIN, making it hard to predict
the pressed digits.

The scope of the proposed scheme includes:

*The Shuffling PIN process is intended for individuals
requiring higher security to prevent shoulder-surfing
attacks (e.g., ATM machines).

*OTP generation in this scheme is more secure and protects
users from attackers.

The remaining of the paper is structured as follows: In
Section 2, a brief review of the challenges and PIN shuffling
authentication methods has been discussed to motivate the
proposed scheme. Section 3 explains the proposed PIN
Shuffling Authentication System to resist the Shoulder-
Surfing attack and in Section 4 the implementation of the
proposed scheme and the experimental results are elaborated.
Finally, Section 5 summarizes the findings and outlines future
work.

Il. RELATED WORK

Volker Roth, Kai Richter, and Rene Freidinger have
discussed the vulnerabilities of magnetic stripe cards used in
electronic payment systems [13]. Magnetic cards are
commonly used for money withdrawals in ATM. The
attacker can be pickpocketing these cards easily. PINs are
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often obtained through shoulder-surfing or hidden cameras
[8]. In this paper, cognitive trapdoor games PIN entry
methods are introduced. These methods complicate the
process significantly to obtain PINs by the attackers, even if
the attackers fully observe all the process of the PIN entry
and PIN value using cameras.

Peipei Shi, Bo Zhu, and Amr Youssef proposed a spin
wheel-like PIN authentication scheme to prevent the
shoulder-surfing attacks [14]. In general, magnetic cards and
PINs are mainly used for authentication in ATMs. Cards are
easily pickpocketing and PINs are easily captured by the
hidden cameras by the criminals. Once both authentication
factors are acquired, criminals can easily access user
accounts, posing a high security risk. To prevent such
attacks, the authors proposed PIN entry scheme using spin
wheel. This scheme is resist the shoulder surfing even the
attacker gets the information from the recorded device. The
two performance metrics such as security and usability have
been achieved considerably.

Muhammad Salman, Yang Li, and Jian Wang proposed a
new scheme with the graphical method to prevent the
shoulder-surfing attacks [15]. The new scheme, indirect PIN
entry method is introduced which involves a sliding
mechanism to prevent attackers from easily obtaining the
PIN value.

Athanasios Papadopoulos, Toan Nguyen, EmreDurmus,
and Nasir Memon introduced a new authentication scheme
using Illusion PIN to prevent shoulder-surfing attacks [16].
The Illusion PIN method has two keypads with different digit
arrangements: one keypad is closer to the user in which the
user can enter their PIN value comfortably and another
keypad can be kept far away for the attacker, where an
attacker observing the PIN value from a distance making it
hard to predict the pressed digits. Additionally, the study
evaluated the method that cannot capture the information
form the keypad.

Divyapriya and Prabhu proposed the strategy for Digital
Validation of touch screen devices [17]. This strategy is used
for Digital Validation of touch screen devices. The
utilizations of touch screen devices incorporate ATM
machines, Smart telephones [2,4]. Shoulder Surfing attack
experiences different issues, Challenges and constraints like
security and protection. This proposed technique using
llusion-pin  (I-pin) mixes of two keypads with various
requesting digits using hybrid images. This technique is used
to limit the shoulder Surfing attack by actualizing this
perceivability algorithm. Thus, attackers can't find or predict
the user pin which gives greater security and validation.

Farid Binbeshr a ¢, M.L. Mat Kiah a, Lip
Yee Por a, AA. Zaidan have reviewed different PIN-entry
methods with its pros and cons [18]. Generally, the PIN-
entry time is considered as an important quality metric for
preventing shoulder surfing attacks. In this paper the authors
argued that PIN-entry time is considered as an important
criterion for usability w.r.t. shoulder-surfing attack.

Yogesh Mali, MahendraEknath Pawar, Abhijeet More, et
al., have introduced the a novel method for preventing
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shoulder surfing attacks [19].In order to prevent the shoulder
surfing attacks, the authors presented some guidelines for
new method, that is framework based validation method for
safety pin entry.

There are different algorithms and strategies have been
proposed in the writing to defeat these challenges and still
needs improvement. Hence, the proposed method
implements a Shuffling PIN authentication scheme to prevent
Shoulder surfing attacks during ATM transactions.

111. PROPOSED WORK

Shoulder-surfing refers to the act of eavesdropping on
private information of the user. Someone waiting in line
behind a person at an ATM might look over their shoulder to
get their private information such as PIN value (digits) and
the attacker is physically close to the user. Alternatively, the
attacker may get the PIN value from hidden cameras, to
capture the wuser’s PIN details. In general, some
authentications schemes are attacked by some attacks such
as brute force attack w.r.t. Shoulder- surfing. Generally, the
PIN value has entered using fingerprints and visual data
might be found easily by an attacker. Also, the PIN values
are very short (minimum number of digits) compared to
password, which is required, a full alphanumeric keyboard.
Hence, Shoulder-surfing poses a significant threat or risk to
PIN authentication specifically

3.1. Proposed Design

Whenever the user can enter their PIN value, the keypad
is shuffled with new generated PIN, making it hard to guess
the entered PIN value. The primary objective of our
proposed system is to implement a PIN Shuffling scheme for
preventing shoulder-surfing attacks. To achieve this, the new
Shuffling PIN scheme using Fisher-Yates Shuffling Method
is proposed and developed.

The overall architecture of the proposed system, PIN
Shuffling Authentication Scheme for Shoulder Surfing
Resistance is presented in the Fig 1.

REGISTRATION AND LOGIN PROCESS SHUFFLING PROCESS

Register the Random PIN PIN Entered PIN

Generation b will be shuffled
l for Each Digit

Account

Initiate

Login Process

oTP
Generation

Initiate

Transaction

Fig 1. PIN Shuffling Authentication Scheme for Shoulder

Surfing Resistance
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3.2. Modules

There are four modules designed in this system. They are:
a) Account Registration and Login
b) Random PIN Generation using PRNG Algorithm
c) Shoulder Surfing Resistance using Fisher-Yates
Shuffling Algorithm
d) OTP Generation and Secured Transaction Initiation

a) Account Registration and Login
e The user should register the account with some
bank mandatory field. After the registration process
is completed, the registered user account details will
be stored securely.
e Then the user can able to login into the account.

b) Random PIN Generation using PRNG Algorithm

o After the user login process is done, the random
PIN number will be generated for the respective
user by using PRNG (Pseudo Random Number
Generator) algorithm.

e The PIN number will be stored securely and the
details such as username and PIN number will be
displayed on the screen.

The PRNG algorithm is a strong algorithm due its strong and
secured design. Hence, the attacker cannot able to predict
the output because he cannot able to get the idea about the
seed or the internal state value for getting the information
about the future bits.

¢) Shoulder Surfing Resistance using Fisher-Yates

Shuffling Algorithm

o Fisher-Yates shuffling algorithm is used for
shuffling process, when the user enter their
respective generated PIN number in the shuffling
keypad the keypad will be shuffled for every user
attempts. After the PIN is entered it will verify the
PIN number with the database that the entered
PIN number is correct or wrong.

Fisher-Yates Shuffling Method:

The pseudo code for the Fisher-Yates Shuffling

Method is shown in the Fig 2.
void shuffle_Array(String[] Ar)

// random number
using random method
Random Ran_No = new Random();

generation

for (int j = Ar_size-1; j > 0; j--)

Int Ar_index = Next Ran_No(J + 1);
// Swapping

String A = Ar[Ar_index];
Ar[Ar_index] = Ar[}];

Ar[J] = A;

3
// shuffling method ends
Fig 2. Fisher-Yates Shuffling Method
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e In this Fisher-Yates shuffling method, the last item
is chosen from the given array elements for
every single time. After choosing the last item it
will pick random item from the remaining array
elements.

o After picking the random item from the array it
will be swapped with the selected last item in the
array.

The proposed shuffling method is a strong authentication
scheme, that is the generated and shuffled random number
for PIN value making it difficult to predict the pressed PIN
value by the attacker.

The running time of the Fisher-Yates Shuffling algorithm is
O (n). Even though the pin entry time is increased due to
shuffling, the security of the system is not compromised due
randomized PIN value generation. Also security is
strengthened by using color keypad. Hence, it is very difficult
to get the pin entry value by the attacker and it makes the
brute force attack is also difficult in this model.

d) OTP Generation and Secured Transaction Initiaton

o After the PIN verification process is done it will

proceed to OTP generation.

o OTP will be generated and then it will be sent to

the user’s email.

e The generated OTP will be having 4 alphabets
which refers the colors and also having location
for the numbers that need to be entered in that
particular specified location.

o Then the generated OTP has to be entered in color
based keypad. After the OTP is entered
correctly and it will be verified. And finally, the
user can do the transaction after verification.

IV. IMPLEMENTATION AND Di1scussiON OF THE RESULT

The proposed PIN shuffling authentication scheme is
developed for preventing the shoulder surfing attack using
shuffling algorithm. The proposed scheme suggests that it is
very difficult to capture the PIN of the user when shuffling
PIN and is used. Even though, the pin entry time is increased
little bit for shuffling PIN value compared to Illusion PIN
method [16], the proposed scheme provides more security
using shuffled PIN and color keypad.

The various processes of the proposed system, “PIN
Shuffling Authentication System for Shoulder Surfing
Resistance scheme” are implemented using JAVA/J2EE
language, MYSQL database and Netbeans IDE.

The description of each process is explained below.

a) Account Registration and Login

The Account registration process is presented in the Fig 3.
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Register the
Account

Account Details will be
Saved in the Database

l

Initiate Login

Fig 3. Account Registration

e In this process, the user has been created an account
by filling few necessary fields in the given form
required by the bank. These fields will be used in
subsequent processes.

e This form acts as a privilege form, enabling the
account holder to access various bank services.

e The user after registering their account information it
will be updated and stored in the database securely.

o Account Details can be retrieved from Database for
later use.

b) Random PIN Generation using PRNG Algorithm

The process of Random Pin Generation Using PRNG

Algorithm is shown in Fig 4.

Random PIN will be
Generationusing PRNG

After
Logging In

algorithm

Fig 4. Random PIN generation using PRNG algorithm

In this module, a random PIN will be generated for the user
after completing the registration process, and it will be sent
to the user’s email.

e A new random PIN will be generated for each login
using PRNG algorithm.

e The random generation of PINs will enhance the
security level of this project.

e PRNG algorithm generates a series of many random
numbers with minimum time and it will generate the
number if the beginning point in the series is well-
known.

o This process begins with an n-digit seed number x0.

e And obtain a 2n-digit number by squaring the number

e Find the next random number by taking the middle n

digits and repeat the process.

Numbers generated can be scaled to any interval
through multiplication or addition. The working of
PRNG algorithm is shown in Fig 5.

Fig 5. Working of PRNG

The interface for secured PIN entries and User PIN
generation are developed using Java Applet and are shown in
Fig 6 and Fig 7.

suEuT

H— T >
S L i f
Fig 7. User PIN Generatio

¢) Shoulder Surfing Resistance using Fisher-Yates
Shuffling Algorithm

The process of Shoulder Surfing Resistance Using Fisher—
Yates Shuffling Algorithm is shown in the Fig 8.

PIN Keypad will be Shuffled for
Enter the Generated o
PIN jm—}| cach Digit using Fisher-
Yates Shuffling Method

Fig 8. Fisher-Yates Shuffling Process
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¢ In this module, the user will enter their PIN number
in shuffling keypad, and this scheme provides the
dynamically changed PIN so that the hacker can’t
guess the number easily.

e For every user attempt keypad will be shuffled by
using Fisher-Yates shuffling algorithm.

e This process will be on loop until all the array
elements have been successfully swapped with the
other remaining given array.

The sample Input (Fig 9) and sample output (Fig
10) are shown below.

[10] [20] [30] [40] [50] [60] [70] [80] [90]

Fig 9. PIN values before Fisher-Yates Shuffling
Process

[20] [80] [40] [70] [50] [10] [30] [90] [60]

Fig 10. PIN values after Fisher-Yates Shuffling Process

d) OTP Generation & Secured Transaction Initiation

The process of OTP Generation & Secured Transaction
Initiation is shown in Fig 11.

Generated OPT will be
sent to the E-Mail

Enterthe OTP in
|—— Color Keypad

Fig 11. OTP Generation and Secured Transaction Initiation

e One Time Password will be generated randomly and
the generated number will be forwarded to the
user’s mail id.

o We are also proposing color keypad; the generated
OTP will be in Alphabets which refers the color.

o OTP will be sent to mail with random alphabets with
Location (L- Left, M- Middle, R-Right).

e Color pad has three numbers.

o Random generated Alphabets first letter refers to the
color pad of the virtual keyboard.

e Numbers in color pad can be located using Location
which is sent in mail.

o After the OTP verification process is done, the
secured transaction has been initiated.

The interfaces for secured OTP generation, Color keypad,
PIN verification and secured transaction are developed using
Java Applet are shown in Fig 12 to Fig 16.

3C

Secure OTP Generation

Fig 12. Secured OTP Generation
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Fig 16. Secured Online Transaction

V. CONCLUSION

This paper introduced and designed an authentication scheme
for preventing shoulder-surfing attacks using dynamic PIN
shuffling method. The proposed work discussed the
vulnerabilities of current authentication schemes to shoulder-
surfing and proposed the Shuffling PIN Authentication
Scheme as a solution. The proposed method employs the
technique of displaying two different keypads with dissimilar
digit arrangements. One keypad for user and another keypad
for the attacker. The user entering their PIN easily in the
keypad which is closer to them and the attacker observing
the different keypad from a distance. The configuration of
the user’s keypad is shuffled each time a PIN is entered,
preventing the attacker from predicting the pressed digits.
Additionally, the scheme incorporated a color keypad
mechanism for OTP authentication, further enhancing
security. Hence, the proposed Shuffling PIN authentication
scheme, combined with the color keypad for OTP is used to
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prevent shoulder-surfing attacks in ATM transactions. Future
enhancements will focus on other attacks like key logger,
skimming and thermal attacks and improving reliability and
speed by providing more robust authentication
options for users to make it more reliable and faster by
providing more authentications for the users.
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