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-------------------------------------------------------------------ABSTRACT--------------------------------------------------------------- 
In the competitive business world of today, effective use of information technologies is essential to a world's 
success. As a result, sharing data and information over the Internet in an information system could be risky. A 
comparative analysis of these algorithms is required due to the ever-changing nature of security threats and the 
continuous advancements in computer technology. Therefore, we evaluate the performance and security strength 
of AES, 3DES and Blowfish algorithms. Security strength, throughput, memory usage, and execution time are the 
evaluation measures. Data from text files, audio files, videos, and images were used in our research. The security 
study was conducted using CrypTool 2, and the performance trials were created using the Java programming 
language. From the experimental findings, Blowfish performed better in terms of throughput and performance 
for both large and small files than AES and 3DES. AES ranked second in terms of speed and throughput while 
maintaining a balance between security and performance. 3DES did the worst in throughput and speed. Blowfish 
and AES were the two algorithms with the highest memory usage. Furthermore, 3DES is a wise option in 
resource-constrained scenarios. AES is the most secure algorithm because it offers robust protection against 
numerous attacks.  
 

Keywords - Symmetric algorithms, performance evaluation, AES, 3DES, Blowfish, security 
evaluation 
-------------------------------------------------------------------------------------------------------------------------------------------------- 

Date of Submission: November 05, 2024                      Date of Acceptance: December 26 ,2024 
--------------------------------------------------------------------------------------------------------------------------------------------------
I. INTRODUCTION 

Ensuring the security and integrity of data is crucial in 
today's interconnected world, when sensitive information 
is sent globally. Given how much time people spend 
online, network security is now a crucial component of 
data transfer [1]. The efficient use of information 
technologies is critical to a business's success in today's 
cutthroat environment. Rapid growth is also observed in 
the values of digital information stored on these systems. 
The majority of these systems are network-based and 
connect to open networks like the Internet to share data. 
Thus, using the Internet in an information system may be 
dangerous for conducting business. Thus, it is imperative 
that computer and cyber security measures be put in place 
in order to safeguard digital assets [2]. 

Through the Internet, people are sending vast amounts of 
important data that take a lot of time to process, like 
emails, bank transactions, and online purchases. However, 
because of their great visibility, they are vulnerable to 
heavy attacks or become desirable targets for attackers. 
Symmetric encryption is a contemporary phenomenon that 
can be used to overcome this. Information is shielded from 
users for whom it is not intended by using symmetric 
encryption [3]. 
 
Internet service providers heavily rely on cryptographic 
encryption and decryption technologies to guarantee data 
security and confidentiality during transmission [4]. The 
primary attributes that differentiate and identify one 
encryption algorithm from another are its capacity to 
protect data, execution speed, memory consumption, and 
implementation efficiency. The foundation of 
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contemporary information security are cryptographic 
algorithms, which offer a way to shield data from 
unwanted access and preserve its privacy.  
 
There are numerous cryptographic approaches available to 
secure information systems. AES (Advanced Encryption 
Standard), 3DES (Triple Data Encryption Standard), and 
Blowfish are the most popular symmetric encryption 
algorithms among the many that are available. The 
constant improvements in computer technology and the 
changing nature of security risks necessitate a comparative 
review of these algorithms. Attackers may be able to crack 
encryption algorithms using more advanced or brute-force 
methods as processing power rises. As a result, in order to 
guarantee that encryption algorithms are appropriate for a 
variety of applications and security needs, it is imperative 
that their strengths and weaknesses be evaluated.    
 
AES has the lowest execution time, according to some 
research [1, 5-6], but the majority of research [7, 4, 8-9, 3, 
10-12] concluded that Blowfish has better execution time. 
Memory utilization is only taken into account by a small 
number of studies [7, 6, 10-14, ] as one of the performance 
indicators when comparing symmetric algorithms, despite 
the fact that it is a crucial component in assessing an 
algorithm's performance. Together with performance 
examination of a few cryptographic methods, Mota in [11] 
also carried out security analysis. On the other hand, the 
security comparison is based solely on theoretical claims. 
Therefore, this research evaluates both the performance 
and security strength of AES, 3DES and Blowfish 
symmetric algorithms. Security strength, throughput, 
memory usage, and execution time are the evaluation 
measures. Data from text files, audio files, videos, and 
images were used as specimens in our research. An 
experiment is conducted, where the security analysis was 
performed using CrypTool 2 instead of just theoretical 
backgrounds, and the performance trials were created 
using the Java programming language. 
 
This is how the remainder of the paper is structured: The 
related work is shown in Section II. Section III presents 
the methodology. The results and discussion of this study 
are presented in Sections IV and V. In Section VI, a 
conclusion is presented. 

II. RELATED WORKS 
The development and in-depth analysis of popular 
cryptographic algorithms, such as DES, 3DES, AES, RSA, 
and blowfish, was done by Radhi and Ogla in [7]. The 
results show that blowfish uses the least amount of 
memory and takes the least amount of time to decrypt files 
of different sizes (25K, 50K, 1M, 2M, 3M, and 4M). In 
comparison to previous cryptographic algorithms, this 
results in a speed increase of about three times. 
 
Using a variety of file formats, Assa-Agyei and Olajide in 
[1] examined the encryption, decryption times, and 
throughput (speed) of the three most used block cipher 
algorithms: Twofish, Blowfish, and AES. They used 

Python to implement the various symmetric encryptions in 
their experiment. In their experiment, they used a 
benchmark key size of 128 bits to obtain reliable values 
for assessing the effectiveness of the cryptographic 
algorithms that were being evaluated. The experiment was 
also conducted three times, and the average execution time 
was noted each time. Overall findings demonstrated that 
the AES method is better suited for safe data transmission. 
 
The encryption speeds of five distinct cryptographic 
symmetric block-cipher algorithms, DES, Triple DES, 
Blowfish, Twofish, and Threefis, are compared by 
Alabdulrazzaq and Alenezi in [4]. With different text file 
sizes, the simulation is run in Python, and the results 
demonstrate that Blowfish performs better than the other 
examined methods. They haven’t taken into account 
elements like the kind and size of the file, the machine on 
which the cryptographic technique would run, and the 
required degree of security. 
 
A comparative analysis of the encryption process and 
throughput for the AES, DES, 3DES, and Blowfish 
algorithms in Internet of Things devices was carried out by 
Kureshi and Mishra in [8]. A system for measuring 
temperature and humidity, based on the Raspberry Pi 3B+, 
has been created so that these methods may be 
experimentally compared. The sensor data was sent to the 
server via a variety of encryption techniques with variable 
key lengths. The strengths and drawbacks of each 
encryption algorithm in their IoT application have been 
assessed through a comparative examination of the 
encryption process time and throughput. According to the 
experimental results, Blowfish has the maximum 
throughput while DES and 3DES have the lowest 
encryption time requirements. 
 
AES, 3DES, Blowfish, and Twofish are also the four 
symmetric algorithms that were the subject of a 
performance comparison by Dibas and Sabri in [5]. For 
both the encryption and decryption operations, they 
assessed the ciphertext size, memory usage, and execution 
time. They used C# to create a.NET application, which 
allowed them to compare the results against various file 
sizes. Each of the targeted algorithms was encrypted and 
decrypted five times against a range of file sizes, including 
1 KB, 100 KB, 1 MB, 10 MB, and 100 MB. They 
concluded from their findings that Twofish has the longest 
execution time and AES has the shortest execution time 
for both encryption and decryption procedures. AES and 
3DES use less memory during the encryption process than 
blowfish and twofish, albeit their memory usage is fairly 
similar. AES, however, used less RAM for decryption. 
The largest ciphertext sizes are, finally, shared by 
Blowfish and Twofish. 
 
Five encryption methods for mobile devices were the 
subject of a performance evaluation research by Rouaf and 
Yousif in [15]. The algorithms that are being examined are 
REA, TEA, RSA, DES, and AES. They conduct two 
investigations. The first experiment measures the amount 
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of time it takes for three mobile devices to encrypt ten files 
using five different encryption techniques. Using the same 
five encryption techniques, the second experiment 
manages one mobile device's battery consumption for the 
same contents. The experiment's findings showed that 
REA is the slowest algorithm and AES is the fastest. With 
less than 1 mAh needed to encrypt 20 files totaling 1500 
KB, AES is the least power-hungry algorithm. 
 
Using simulations to calculate time and memory use 
metrics, Commey et al. In [9] assessed the performance of 
AES, 3DES, Blowfish, and RSA on records in a particular 
dataset. Simulations have shown that Blowfish 
outperforms AES, which outperforms 3DES in terms of 
processing time, with RSA being the slowest procedure. 
When it came to memory use, the symmetric encryption 
methods (AES, 3DES, and Blowfish) and the asymmetric 
encryption algorithm (RSA) utilized around twice as much 
as each other. 
 
The inner workings of common encryption algorithms are 
explained and a comprehensive overview of them is 
presented by Alenezi et al. In [16]. We also take ten 
different symmetric encryption techniques and test their 
performance using a Java simulation. We compare the 
following algorithms: DES, DESede, XTEA, IDEA, 
BlowFish, RC2, RC4, RC6, DES, BlowFish, and SEED. 
Several plaintext file sizes, including 1GB, 500MB, 
100MB, 10MB, and 1MB, were used to simulate these 
techniques. They noticed from their findings that the best 
results in terms of encryption time and throughput were 
obtained by RC4, RC6, and AES. 
 
Using a Java cryptography package, Advani and Gonsai in 
[17] examined several file types—such as image, audio, 
and video—with different asymmetric algorithms. 
Comparing files of different sizes is done with AES, DES, 
DESede, Blowfish, Twofish, and so on. We have applied a 
number of these padding strategies, including 
PKCS5Padding, CBS, CBC, and others. After 48 different 
evaluations on a variety of file formats, it was ultimately 
determined that, in terms of encryption and decryption 
times, the symmetric algorithms used by AES and 
Blowfish perform better. 
 
A performance evaluation of the symmetric data 
encryption algorithms Blowfish and Advanced Encryption 
Standard (AES) was carried out by Buhari et al. In [3]. A 
total of four distinct data kinds are evaluated: textual files, 
audio files, video files, and image files. The metrics used 
for performance evaluation are throughput and encryption 
time. The prototype is written in Java and compiled using 
the JDK 7.1 development kit using the Netbeans IDE7.1.2 
and default settings. The evaluation's findings showed that 
blowfish outperforms AES in terms of efficiency. 
However, for Blowfish, when data size increases, the 
encryption time occasionally gets shorter. This is 
explained by the fact that Blowfish employs key sizes of 
126, 192, or 256. 
 

In their practical implementation using Java, Vyakaranal 
and Kengond in [6] examined several symmetric key 
cryptographic algorithms, including DES, 3DES, AES, 
and Blowfish, taking into account factors like encryption 
time, decryption time, entropy, memory usage, throughput, 
avalanche effect, and energy consumption. Proposed work 
that takes into account tradeoff performance in terms of 
cost of different parameters has highlighted the practical 
implementation of algorithms instead of only theoretical 
ideas. The avalanche impact of algorithms and battery 
usage have been examined. It demonstrates how well AES 
performs overall among the algorithms under 
consideration in the performance analysis. 
 
To lower power consumption in Wireless Sensor 
Networks (WSNs), Al Sibahee et al. In [18] evaluates four 
of the most used encryption algorithms: RSA for an 
asymmetric cipher and RC4, DES, and AES for a 
symmetric cipher. For those encryption techniques, a 
comparison has been done for various parameters, 
including data block sizes, key sizes, and 
encryption/decryption speeds. The simulation data are 
provided to show how effective each algorithm is in using 
up electricity. 
 
According to a few chosen important criteria, Semwal and 
Sharma in [10] compared several cryptographic encryption 
algorithms based on their main features and then talked 
about how much each algorithm cost in terms of 
performance. DES, 3DES, IDEA, CAST128 AES, 
Blowfish, RSA, ABE, and ECC are a few of the 
algorithms selected for the task. In terms of memory 
requirements, Blowfish is the best option (RSA has a high 
demand). This makes Blowfish suitable for small 
applications, particularly embedded ones and devices with 
limited memory. When it comes to encryption and 
decryption times, blowfish has the shortest encryption and 
decryption times whereas RSA takes the longest. When 
message integrity and privacy are of utmost importance, 
AES may be the recommended option. 
 
By taking into account theories and researches, Yassein et 
al. In [19] provided a thorough analysis of symmetric key 
and asymmetric key encryption algorithms that improved 
data security in cloud computing systems. They talk about 
symmetric encryption methods like AES, DES, 3DES, and 
Blowfish, and asymmetric encryption algorithms like 
RSA, DSA, Diffie-Hellman, and Elliptic Curve. They 
discovered that the difference parameter had an impact on 
the various algorithms' efficiency. The need for efficient, 
reliable, and highly secure algorithms that are compatible 
with the vast amount of data stored in cloud computing 
has arisen due to the current situation of growing demand 
for cloud applications. When it comes to cloud apps, 
security and speed are the most crucial factors. 
 
Using standard encryption techniques, Mota et al. In [11] 
conducted a comparison. Data encryption and decryption 
times, security efficiency, memory utilization, power 
consumption, jitter, and latency will all be taken into 
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account while making this comparison. AES, DES, 3DES, 
Blowfish, and other symmetric algorithms are compared. 
Elgamal and the RSA ECC asymmetric algorithms are 
contrasted. Blowfish and AES are the top two symmetric 
algorithms, respectively. Save for the time required for the 
signature verification key, ECC outperforms RSA in most 
aspects when it comes to asymmetric algorithms. But 
theoretical foundations support the security comparison. 
 
Based on encryption and decryption times, throughput, 
key sizes, avalanche effects, memory, correlation analysis, 
and entropy, Mushtaq et al. in [12] assessed and contrasted 
the performance of different encryption algorithms. Based 
on the findings of many researchers, they elucidated the 
performance analysis and addressed the security 
considerations in the construction of the encryption 
algorithm according to the assessment parameters. The 
performance evaluation indicates that, given the available 
resources, the outcomes of Blowfish, AES, and HiSea 
offer more security. When memory and 
encryption/decryption time are critical factors, Blowfish is 
the best choice because it is a software solution that 
operates efficiently. But the avalanche effect, which 
performs exceptionally well, can be used to examine AES, 
while HiSea performs well when it comes to entropy and 
correlation analysis. They therefore come to the 
conclusion that applications where integrity and secrecy 
are of the utmost importance can make use of the AES and 
HiSea. 
 
The memory building rate, various key sizes, CPU use 
time period, and encryption speed of the four methods 
were examined by Awotunde et al. in [14] in order to 
ascertain the computational resource consumption and 
execution time of each algorithm. The results demonstrate 
that, in most circumstances, the cryptographic algorithm's 
key length and resource consumption are proportionate, as 
demonstrated by the key lengths of the Blowfish, AES, 
3DES, and DES algorithms, respectively. 
 
Four factors are taken into consideration in Okolie and 
Adetoba's in [13] comparative examination of four 
symmetric key encryption algorithms: AES, DES, 3DES, 
and Blowfish: encryption time, decryption time, memory 
use, and amount of output bytes. The effectiveness of each 
of these methods was examined through the usage of Data 
Security Model Analyser to analyze experimental data. 
According to the experimental results, DES requires the 
least amount of time to decode data, while AES requires 
the least amount of time to encrypt it. While there is a 
slight difference in the encryption and decryption times 
between DES and 3-DES, 3-DES has the smallest output 
byte size. It has been determined that AES uses the least 
amount of memory size when encrypting data. 
 
The performance of the widely used Advanced Encryption 
Standard (AES) and Blowfish algorithms is compared and 
evaluated by Raigoza and Jituri in [20]. For various kinds 
of data string values, the execution time is measured. 
According to their tests, there is a 200–300 millisecond 

speed gap between the AES and Blowfish algorithms. 
Furthermore, no significant differences were found 
between the algorithms evaluated in their studies where 
the data size was adjusted, leading to an approximate 
length of encrypted data for both the AES and Blowfish 
algorithms. 
 
Panda in [21] evaluates asymmetric (RSA) and symmetric 
(AES, DES, Blowfish) cryptographic methods using a 
variety of file types, including text, picture, and binary 
files. Evaluation metrics including encryption time, 
decryption time, and throughput have been compared for 
these encryption algorithms. According to simulation data, 
AES outperforms competing algorithms in terms of 
throughput and encryption-decryption time. 

III. METHODOLOGY 
This section describes the techniques and simulation 
choices made to evaluate the performance and security of 
the selected algorithms. 

A. Evaluation Metrics 
The study uses a set of assessment measures to evaluate 
several aspects of their effectiveness and usefulness. The 
specified metrics are intended to offer a thorough grasp of 
the many contexts in which these algorithms operate. 
These include security strength, throughput, memory 
utilization, and execution time. The duration of an 
encryption algorithm's execution is measured in 
milliseconds; memory usage is used to evaluate how much 
memory each algorithm uses during encryption 
procedures; throughput is the amount of encrypted 
plaintext divided by the encryption time in milliseconds; 
and security strength is the degree of resilience or 
resistance a cryptographic algorithm demonstrates against 
different kinds of attacks. In this experiment, a brute force 
cryptanalysis assault was employed. 

B. Experimental Environment 
All test experiments were conducted using the Intel(R) 
Core (TM) i5-3337U CPU @ 1.80 GHz, 4.00 GB (3.87 
GB useable), 64-bit operating system, x64-based 
processor, and Windows 11 Pro as hardware and software. 

C. Experimental Setup 
The Java programming language has been used to create 
the experiments. To track the execution time in 
milliseconds and the memory consumption in kilobytes, 
two customized programs are developed: 
EncryptionSpaceMonitor.java to track memory usage and 
EncryptionTimer.java to calculate encryption time. Six 
distinct data file types and sizes are used during program 
execution. 

i. Performance Evaluation 
With the default settings in the JDK21 development kit for 
Java, the IntelliJ IDE 2021.2.1 was used to compile the 
experiment application. Several iterations of the 
experiment were conducted to ensure that the outcomes 
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are reliable and suitable for comparing the various 
algorithms. 
 
The specimens for our studies included image, audio, 
video, and text file data. The Java Interface Development 
Environment was used to create the prototype, which is 
made up of interfaces. Using the computer keyboard to 
upload the original data (plaintext) file, the monitor to 
display the output (ciphertext) along with the encryption 
key, the computer processing unit to process tasks, and the 
encryption time for both algorithms and the interface 
enables the user to interact with the application through a 
user-friendly designed graphical user interface. 
 
Two boxes labelled "analysis phase" and "cipher text" are 
present in the interface. When any of the algorithms are 
chosen in a dropdown field and the Encrypt button is 
clicked, the original data is uploaded to the box using the 
Select file button, and the encrypted data is stored in the 
cipher text. The buttons labelled "click to encrypt using 
AES algorithm" and "click to encrypt using Blowfish 
algorithm" are used to encrypt the original material and, 
respectively, transform plaintext into cipher text. The 
encrypted datakey and the reset data button, which is used 
to refresh the data boxes, are displayed in a column 
beneath the cipher text. The experiment's outcome is 
shown in a table on the opposite side called the "Result 
table." 
 
By pressing the Encrypt button, the file name, size, 
encryption time, and memory usage for the algorithms 
under study are displayed automatically. The throughput 
of the encryption time will be computed later. This can be 
shown in Fig. 1 and Fig. 2, for speed and throughput 
analysis and memory utilization analysis respectively. 

 
 

Fig. 1: The main interface of the prototype (for speed and 
throughput analysis) 

 
 

Fig. 2: The main interface of the prototype (for memory 
utilization analysis) 

ii. Security Strength Evaluation 
For security strength analysis, CrypTool 2 is utilized. It is 
an open-source initiative that offers used for the analysis 
of the security strength of the implemented cryptographic 
algorithms. executes more than 400 algorithms that span a 
broad spectrum of cryptographic methods, from public key 
cryptography to classical ciphers. 
 
It covers a wide range of cryptography topics, from basic 
concepts to advanced algorithms, and supports the analysis 
of cryptographic algorithms, allowing users to simulate 
and study their behavior. Its cryptanalysis tools allow 
users to evaluate the security strength of various 
cryptographic primitives and protocols. Finally, it 
visualizes cryptographic algorithms and processes, making 
them easier to understand. This can be shown in Fig. 3. 

 
 

Fig. 3: The home interface of CrypTool 2 
 

D. Experimental Workload 
The study included six example data files, each of which 
came in a variety of data types: text, images, audio, video, 
and PDF files. The sample data files were tested with data 
sizes ranging from 1MB to 30MB. 

IV. RESULTS 

A. Execution Time and Throughput 
An encryption algorithm's throughput is calculated using 
encryption time. The performance of each encryption 
technique is demonstrated in this subsection by computing 
encryption time and throughput. 
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iii. The Effect of Text Files for Cryptography 
Algorithm on Encryption Time and 
Throughput 
 

Table 1: Experimental result of encryption time and 
throughput for audio files 

   Execution Time 
(milliseconds) 

S/N 
File 

Name 

F
ile 

Type 

F
ile 

Size 

A
ES 

3
DES 

Bl
owfish 

audio0
1.mp3 

m
p3 

1026 1130 188 188 

audio0
2.mp3 

m
p3 

2055 566 204 47 

audio0
3.mp3 

m
p3 

5121 314 549 111 

audio0
4.mp3 

m
p3 

10248 440 1036 220 

audio0
5.mp3 

m
p3 

20953 612 2071 415 

audio0
6.MP3 

M
P3 

30954 843 3076 612 

Average Execution Time (ms) 651 1187 266 
Throughput (bpms) 18.0172 9.8761 44.1664 

 
Table 1's results indicate that the average encryption time 
for AES was 651 ms, corresponding to an 18.0172 unit 
throughput; the average encryption time for 3DES was 
1187 ms, corresponding to a 9.8761 unit throughput; and 
the average encryption time for Blowfish was 266 ms, 
corresponding to a 44.1664 unit throughput for audio files. 
This can also be shown in Fig. 4 and Fig. 5 respectively. 
 

Fig. 4: Performance comparison based on execution time on 
audio data files 

Fig. 5: Performance comparison based on throughput on 
audio data files 

iv. The Effect of Text Files for Cryptography 
Algorithm on Encryption Time and 
Throughput 
 

Table 2: Experimental result of encryption time and 
throughput for text files 

   Execution Time 
(milliseconds) 

S/
N 

Fi
le 

Name 

F
ile 

Type 

F
ile 

Size 

A
ES 

3
DES 

Bl
owfish 

do
c01.txt 

Txt 1024 612 157 79 

do
c02.txt 

Txt 2119 235 251 47 

do
c03.txt 

Txt 5297 204 533 110 

do
c04.txt 

Txt 10630 267 1052 220 

do
c05.txt 

Txt 20754 613 3123 568 

do
c06.txt 

Txt 30947 1068 4551 878 

Average Execution Time 
(ms) 

500 1611 317 

Throughput (kbpms) 23.59
82 

7.3209 37.208
7 

 

Table 2's results indicate that the average encryption time 
for AES was 500 ms, corresponding to a throughput of 
23.5982 units; the average encryption time for 3DES was 
1611 ms, corresponding to a throughput of 7.3209 units; 
and the average encryption time for Blowfish was 317 ms, 
corresponding to a throughput of 37.2087 units for text 
files. This can also be shown in Fig. 6 and Fig. 7 
respectively. 
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Fig. 6: Performance comparison based on execution time on 
text files 

Fig. 7: Performance comparison based on throughput on 
text files 

v. The Effect of Video Files for Cryptography 
Algorithm on Encryption Time and 
Throughput 

 
Table 3: Experimental result for video files 

   Execution Time 
(milliseconds) 

S/
N 

File 
Name 

F
ile 

Type 

F
ile 

Size 

A
ES 

3
DES 

Bl
owfish 

vid0
1.mp4 

mp4 1030 565 188 78 

vid0
2.mp4 

mp4 2058 393 220 47 

vid0
3.mp4 

mp4 5130 314 548 110 

vid0
4.mp4 

mp4 1025
2 

472 1020 204 

vid0
5.mp4 

mp4 2057
5 

675 2056 423 

vid0
6.mp4 

mp4 3075
3 

2006 3106 926 

Average Execution Time 
(ms) 

738 1190 298 

Throughput (bpms) 15.77
36 

9.7784 39.036
9 

 

Table 3's result demonstrates that the average encryption 
time for AES was 738 ms, corresponding to a throughput 
of 15.7736 units; the average encryption time for 3DES 
was 1190 ms, corresponding to a throughput of 9.7784 
units; and the average encryption time for Blowfish was 
298 ms, corresponding to a throughput of 39.0369 units 
for video files. This can be shown in Fig. 8 and Fig. 9 
respectively. 
 

 

Fig. 8: Performance comparison based on execution time on 
video files 

 

Fig. 9: Performance comparison based on throughput on 
audio data files 
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vi. The Effect of Image Files for Cryptography 
Algorithm on Encryption Time and 
Throughput 
 

Table 4: Experimental result of encryption time and 
throughput for image files 

   Execution Time 
(milliseconds) 

S/
N 

File 
Name 

F
ile 

Typ
e 

F
ile 

Size 

A
ES 

3
DES 

Bl
owfish 

img
01.jpg 

Jpg 1009 597 157 63 

img
02.jpg 

Jpg 2052 251 189 47 

img
03.jpg 

Jpg 5143 314 534 125 

img
04.jpg 

Jpg 1026
0 

392 1036 220 

img
05.jpg 

Jpg 2084
7 

675 2087 408 

img
06.jpg 

Jpg 3006
7 

832 2964 596 

Average Execution Time 
(ms) 

510 1161 243 

Throughput (bpms) 22.665
1 

9.958
1 

47.5517 

 

According to table 4's results, the average encryption time 
for AES was found to be 510 ms, with a corresponding 
throughput of 22.6651 units; the average encryption time 
for 3DES was found to be 1161 ms, with a corresponding 
throughput of 9.9581 units; and the average encryption 
time for Blowfish was found to be 243 ms, with a 
corresponding throughput of 47.5517 units for image files. 
This can be shown in Fig. 10 and Fig. 11 respectively., 
 

 

Fig. 10: Performance comparison based on execution time 
on image files  

 

Fig. 11: Performance comparison based on throughput on 
image files 

vii. The Effect of PDF Files for Cryptography 
Algorithm on Encryption Time and 
Throughput 
 

Table 5: Experimental result of encryption time and 
throughput for PDF files 

   Execution Time 
(milliseconds) 

Fil
e Name 

F
ile 

Type 

F
ile 

Size 

A
ES 

3
DES 

Bl
owfish 

file
01.pdf 

Pdf 1027 863 174 63 

file
02.pdf 

Pdf 2110 518 236 54 

file
03.pdf 

Pdf 5259 306 534 125 

file
04.pdf 

Pdf 10454 456 1067 219 

file
05.pdf 

Pdf 20906 659 2087 440 

file
06.pdf 

Pdf 31363 832 3153 974 

Average Execution Time 
(ms) 

606 1209 313 

Throughput (bpms) 19.57
04 

9.8082 37.930
1 

 

The findings presented in Table 5 demonstrate that the 
average encryption time for AES was 606 ms, 
corresponding to a throughput of 19.5704 units; the 
average encryption time for 3DES was 1209 ms, 
corresponding to a throughput of 9.8082 units; and the 
average encryption time for Blowfish was 313 ms, 
corresponding to a throughput of 37.9301 units for PDF 
files. This ca be shown in Fig. 12 and Fig. 13 respectively. 
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Fig. 12: Performance comparison based on execution time 
on PDF files 

 

Fig. 13: Performance comparison based on throughput on 
PDF files 

B. Memory Utilization 
This subsection computes memory utilization/usage to 
demonstrate the superior performance of each encryption 
scheme. 

i. The Effect of Audio Files for Cryptography 
Algorithm on Memory Utilization 

Table 6: Experimental result of memory utilization for audio 
files 

   Memory Usage 
(kilobytes) 

S/
N 

File 
Name 

F
ile 

Type 

F
ile 

Size 

A
ES 

3
DES 

B
lowfis

h 
aud

io01.mp3 
mp3 1026 

14801 3215 5629 
aud

io02.mp3 
mp3 2055 

3915 15360 25054 
aud

io03.mp3 
mp3 5121 

35840 32768 32768 
aud

io04.mp3 
mp3 10248 

20950 6145 22368 
aud

io05.mp3 
mp3 20953 

41962 13817 7644 
aud

io06.MP
3 

MP3 30954 

31154 179200 
17920
0 

Average Memory Usage 
(kilobytes) 

14862
2 250506 

27266
3 

 

Table 6's result indicates that the average memory utilized 
for AES was 148622 kb, the average memory utilized for 
3DES was 250506 kb, and the average memory utilized 
for Blowfish was 272663 kb for audio files. This can be 
shown in Fig. 14. 
 

 

Fig. 14: Performance comparison based on memory 
utilization on audio files 

ii. The Effect of Text Files for Cryptography 
Algorithm on Memory Utilization 
 

Table 7: Experimental result of memory utilization for text 
files 
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    Memory Usage 
(kilobytes) 

S/
N 

File 
Name 

File 
Type 

File 
Size 

AES 3DES Blowfis
h 

1 doc01.txt Txt 1024 14725 3053 6177 
2 doc02.txt Txt 2119 3881 15360 28253 
3 doc03.txt Txt 5297 17909 32768 32768 
4 doc04.txt Txt 10630 65536 7208 7677 
5 doc05.txt Txt 20754 40409 7652 7625 
6 doc06.txt Txt 30947 31256 20367 11361 
Average Memory Usage 
(kilobytes) 

17371
7 86407 93861 

 

Table 7's result demonstrates that the average memory 
utilized for AES was 173717 kb, the average memory 
utilized for 3DES was 86407 kb, and the average memory 
utilized for Blowfish was 93861 kb for audio files. This 
can be shown in Fig. 15. 
 

 

Fig. 15: Performance comparison based on memory 
utilization on text files 

iii. The Effect of PDF Files for Cryptography 
Algorithm on Memory Utilization 

Table 8: Experimental result of memory utilization for PDF 
files 

    Memory Utilization 
(bytes) 

S/
N 

File 
Name 

File 
Type 

File 
Size 

AES 3DES Blowfis
h 

1 file01.p
df 

Pdf 1027 
14720 2816 5344 

2 file02.p
df 

Pdf 2110 
3882 15360 15360 

3 file03.p
df 

Pdf 5259 
9778 32768 32768 

4 file04.p
df 

Pdf 10454 
65534 39795 62464 

5 file05.p
df 

Pdf 20906 
33422 13845 7623 

6 file06.p
df 

Pdf 31363 
31202 21986 21982 

Average Memory Usage 
(kilobytes) 

15853
8 

12657
0 145540 

 
The results in Table 8 demonstrate that the average 
memory used for AES was 158538 kb, the average 
memory used for 3DES was 126570 kb, and the average 
memory used for Blowfish was 145540 kb for audio files. 
This can be shown in Fig. 16. 

 

Fig. 16: Performance comparison based on memory 
utilization on PDF files 

iv. The Effect of Image Files for Cryptography 
Algorithm on Memory Utilization 
 

Table 9: Experimental result of memory utilization for 
image files 



Int. J. Advanced Networking and Applications   
Volume: 16  Issue: 04   Pages: 6473-6486 (2025) ISSN: 0975-0290 

6483

    Memory Utilization 
(bytes) 

S/
N 

File 
Name 

File 
Typ
e 

File 
Size 

AES 3DES Blowfis
h 

1 img01.jp
g 

Jpg 1009 
11644 7168 5252 

2 img02.jp
g 

Jpg 2052 
554 15360 15360 

3 img03.jp
g 

Jpg 5143 
36350 18269 11035 

4 img04.jp
g 

Jpg 1026
0 16993 5633 22367 

5 img05.jp
g 

Jpg 2084
7 40966 14317 7630 

6 img06.jp
g 

Jpg 3006
7 27157 

17408
0 174080 

Average Memory Usage 
(kilobytes) 

13366
5 

13366
5 235723 

 

The results in Table 9 demonstrate that the average 
memory used for AES, 3DES, and Blowfish for audio files 
was measured to be 133665kb, 235723kb, and 133665kb, 
respectively. This can be shown in Fig. 17. 
 

 

Fig. 17: Performance comparison based on memory 
utilization on image files 

v. The Effect of Video Files for Cryptography 
Algorithm on Memory Utilization 

Table 10: Experimental result of memory utilization for 
video files 

    Memory Utilization 
(bytes) 

S/
N 

File 
Name 

File 
Type 

File 
Size 

AES 3DES Blowfis
h 

1 video0 
1.mp4 

mp4 20992 
14671 2868 5566 

2 video02.
mp4 

mp4 7307 
3961 15360 25620 

3 video03.
mp4 

mp4 35587 
18358 32768 32768 

4 video04.
mp4 

mp4 42627 
65536 6650 5662 

5 video05.
mp4 

mp4 21456 
39414 8670 9186 

6 video06.
mp4 

mp4 30630 
34292 20435 20482 

Average Memory Usage 
(kilobytes) 

17623
1 86751 99283 

 

Table 10's result indicates that the average memory 
utilized for AES was 176231 kb, the average memory 
utilized for 3DES was 86751 kb, and the average memory 
utilized for Blowfish was 99283 kb for audio files. This 
can be shown in Fig. 18. 
 

 

Fig. 18: Performance comparison based on memory 
utilization on video files 

C. The Total Average of Memory Utilized 
Table 11: Experimental result of total average of memory 

utilized by each algorithm 

File Type AES 3DES Blowfish 
Audio 148622 250506 272663 
Text 173717 86407 93861 
PDF 158538 126570 145540 
Image 133665 133665 235723 
Video 176231 86751 99283 
Total 790773 683899 847070 

 

Table 11 displays the results, which indicate that the total 
average memory utilized for AES was 790773 kb, the total 
average memory utilized for 3DES was 683899 kb, and 
the total average memory utilized for Blowfish was 
847070 kb for audio files. This can be shown in figure 19. 
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Figure 19: Performance comparison based on total memory 
utilized by each 

D. Security Strength 
Using CrypTool 2, an examination was performed to 
further evaluate the security strength of AES, 3DES, and 
Blowfish. In order to determine how resilient the 
algorithms were to attacks, brute force approaches were 
used. This produced insights on key entropy and the 
possible amount of time needed for a brute force attack. 

i. AES Security Strength 
Strong security strength was shown by AES in every 
analysis. With key sizes of 128 bits, 192 bits, and 256 bits, 
the technique demonstrated exceptional resilience against 
cryptographic assaults. The set number of rounds and 
substitution-permutation network (SPN) structure made it 
a dependable method for protecting the privacy of data. 
 
According to CrypTool 2's investigation, AES 
demonstrated significant key entropy while maintaining a 
high level of security. The technique showed an unfeasible 
timeframe for a successful key discovery, illustrating the 
resilience of AES against brute force attacks. According to 
the experiment's key entropy, brute-forcing an AES key is 
expected to take roughly 2.7 * 1025 years. This 
astronomical duration confirms AES's status as a highly 
secure encryption system and highlights its resilience to 
brute force attacks. 

ii. 3DES Security Strength 
Even though 3DES kept some security, it's crucial to be 
aware of its key size limitations. Certain vulnerabilities are 
introduced by the use of three distinct 56-bit keys, 
particularly when compared to AES and Blowfish. 
Due to 3DES's key size constraints, some vulnerabilities 
were identified via the CrypTool 2 investigation. Although 
the technique exhibited a certain degree of security, the 
brute force study suggested a significantly shorter period 
for possible key finding. This observation is consistent 
with the aging architecture of the algorithm and the 
industry's move toward safer alternatives. 
 
Based on the key entropy found in the experiment, it is 
predicted that brute forcing a 3DES key would take 500 
billion years or more. This astronomical duration confirms 
that 3DES is a less secure encryption method than AES, 
but it still stands well against brute force attacks. 

iii. Blowfish Security Strength 
The security strength of Blowfish was found to be 
adequate. Though flexible, its various key length (32–448 
bits) might also raise questions about how resistant the 
algorithm is to particular cryptographic assaults. 
Blowfish's examination by CrypTool 2 demonstrated 
acceptable key entropy and resistance to brute force 
attacks. The algorithm's security strength was enhanced by 
the degree of flexibility it offered due to its varied key 
sizes. 
 
A Blowfish key can be brute-forced successfully in an 
estimated 1.7 * 1021 years, based on the key entropy 
found in the experiment. This enormous amount of time 
highlights how resistant Blowfish is to brute force assaults 
and confirms that it is a more secure encryption 
technology than AES but not as secure as 3DES. 

V. DISCUSSION  
In light of the reported performance characteristics, 
especially with regard to speed and throughput, Blowfish 
becomes a viable option for applications that prioritize 
speedy cryptographic operations, particularly when 
working with larger files. Notably, the consistent 
performance hierarchy across varying file sizes suggests 
that Blowfish maintains its efficiency and adaptability, 
making it a versatile option. These practical implications 
have substantial relevance for the real-world 
implementation of symmetric encryption algorithms: AES, 
3DES, and Blowfish. 
 
Blowfish's surprising discovery of increased memory use 
raises a subtle point for practical applications to take into 
account. This study calls into question Blowfish's use in 
situations where memory efficiency is crucial, despite its 
past application. In these kinds of situations, 3DES or AES 
might be considered better options because they better fit 
the real-world resource restrictions that are frequently 
present. 
 
Security is still of the utmost importance, and the industry 
has recognized AES as a standard for protecting sensitive 
data as it is the most secure algorithm, followed by 
Blowfish and 3DES. The practical impact is obvious: AES 
is the suggested algorithm when security is a top priority. 
But Blowfish strikes a good mix between security strength 
and particular performance requirements, making it a 
worthy substitute that provides a sophisticated option for 
situations where a customized strategy is crucial. 
 
The paper proposes Blowfish as an implementation for 
scenarios that prioritize high-speed cryptographic 
operations, especially when dealing with larger files. AES 
continues to be the preferred algorithm for applications 
where the highest level of security is required. 
Additionally, companies may find that AES or Blowfish 
are a better fit than 3DES in scenarios requiring a balance 
between security and memory efficiency. 
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Beyond the near term uses, the conversation emphasizes 
the necessity of continuing to monitor and modify 
cryptographic procedures. The practical implications 
discussed here give practitioners and decision-makers 
useful information that they may use to choose encryption 
algorithms that best meet the unique requirements of 
practical situations. These factors will become even more 
important as technology develops in order to preserve a 
safe and resilient digital environment. The flexibility of 
these algorithms to adjust to new technology may be the 
subject of future research to make sure that cryptography 
procedures continue to meet changing security 
requirements.  

VI. CONCLUSIONS  
This study compared the security features and 
performance of three well-known symmetric encryption 
algorithms: AES, 3DES, and Blowfish. Blowfish 
outperformed AES and 3DES, consistently displaying the 
fastest performance and throughput for both large and 
small files. With a balance between performance and 
security, AES came in second in terms of speed and 
throughput. 3DES performed the worst in terms of speed 
and throughput, which makes it less appropriate for 
situations where efficiency is crucial. The most memory-
intensive algorithm was Blowfish, which was followed by 
AES. Because 3DES showed the smallest memory 
footprint, it was a good choice for situations with limited 
resources. The most secure algorithm is AES, which 
provides strong defense against a variety of threats. 
 
Future research can examine or expand on this work by 
examining the efficacy of these algorithms in distributed 
systems and cloud-based environments, examining the 
effect of hardware acceleration on algorithm performance, 
assessing the viability of hybrid encryption schemes that 
combine symmetric and asymmetric techniques, and 
examining the algorithms' resistance to new threats 
associated with quantum computing.  
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