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-------------------------------------------------------------------ABSTRACT---------------------------------------------------------------  

Now a days we are living in an era of Information Technology where each and every person has to become IT 

incumbent either intentionally or unintentionally. Technology plays a vital role in our day to day life since last 

few decades and somehow we all are depending on it in order to obtain maximum benefit and comfort. This new 

era equipped with latest advents of technology, enlightening world in the form of Internet of Things (IoT). 

Internet of things is such a specified and dignified domain which leads us to the real world scenarios where each 

object can perform some task while communicating with some other objects. The world with full of devices, 

sensors and other objects which will communicate and make human life far better and easier than ever. This 

paper provides an overview of current research work on IoT in terms of architecture, a technology used and 

applications. It also highlights all the issues related to technologies used for IoT, after the literature review of 

research work. The main purpose of this survey is to provide all the latest technologies, their corresponding 

trends and details in the field of IoT in systematic manner. It will be helpful for further research. 
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1 INTRODUCTION 

Internet of Things can be defined as the collection of two 

terms: one is Internet, which is defined as networks of 

networks which can connect billions of users with some 

standard internet protocols[2]. Internet connect several 

different sectors and department while using different 

technologies. Several devices like mobile, personal 

systems and business organizations are connected to 

Internet. The second term is Thing, this term is basically 

mean to these devices or objects which turn into intelligent 

objects[17]. Moreover this it is also a part of all objects of 

this real world. If we want to define IOT then we can not 

define it precisely and concisely but Vermesan et al. 

defined the Internet of Things as simply an interaction 

between the physical and digital worlds. The digital world 

interacts with the physical world using a plethora of 

sensors and actuators [8]. 

 

 

 

IoT can also be defined as “An open and comprehensive 

network of intelligent objects that have the capacity to 

auto-organize, share information, data and resources, 

reacting and acting in face of situations and changes in the 

environment”[22]. 

 

2 HISTORY OF IOT  
 

The IoT domain leads to world of technology and 

communication to a new era where objects can 

communicate, compute and transform the information as 

per the requirements. This scenario of communication has 

already been started but didn’t get recognition. The term 

Internet of Things was coined by Kevin Auston, the 

Executive Director of Auto-ID Labs in MIT in 1999. The 

concept of IoT first became very popular through the 

Auto-ID centre in 2003 and in related market analytics and 

it’s publications[1]. When the concept of such 

communication came into existence, different companies 

focused on it and tried to recognize it’s significance and 

began to identify its role and the correlated future aspects, 

then these companies started investing in the domain of 

IOT in different periods but at regular intervals of time[9].  
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Fig. 1 – Basics of Internet of Things 
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Year Industrial Participation & Involvement 

2000 LG announced its first Internet of refrigerator 

plans 

2003 RFID is deployed in US Dept of Defence 

2005 UN’s International Telecommunications 

Union (ITU) published its first report on the 

Internet of Things 

2008 Recognition by the EU and the First European 

IoT conference is held. A group of companies 

launched the IPSO Alliance to promote the use 

of IP in networks of “Smart Objects” and to 

enable the Internet of Things. The FCC voted 

5-0 to approve opening the use of the ‘white 

space’ spectrum 

2009 The IoT was born according to Cisco’s 

Business Solutions Group 

2010 Chinese Premier Wen Jiabao calls the IoT a 

key industry for China and has plans to make 

major investments in Internet of Things 

2011 IPv6 public launch-The new protocol allows 

for 340, 282, 366, 920, 938, 463, 463, 374, 

607, 431,768,211, 456 (2
128

) addresses 

Table – 1 History of Internet of Things 

 

3 ARCHITECTURE 
 

Implementation of IoT concept is basically depends on its 

architecture. In the initial phase of research the 3 layer 

architecture was introduced [8], which have three layers 

the perception, network and application layers. 

 

 
Fig. 2 - 3 Layer Architecture 

 

1. Perception Layer - This layer also called as physical 

layer, gathers data/information and recognises the physical 

world. In this layer all the actuators work according to the 

information which is collected by the sensors of different 

object in order to perform specific operations by the 

corresponding objects[18]. 

2. Network Layer - Network layer is the middle one, it 

establishes an interface link between application layer and 

perceptual layer. It is responsible for the initial processing 

of data, broadcasting of data and connecting devices[8]. 

3. Application Layer - Application layer is the 

implementation of IoT. The working of sensors and 

actuators is achieved by application layer. We can 

understand it as software which works on and for the 

sensors other virtually intelligent objects. 

This three layer architecture of Internet of Things is not a 

sufficient for the today’s technology. So a new 

architecture was designed to define the entire concept of 

it’s working and development of IoT devices. The new 

architecture involves 5 layers and is known as 5 Layer 

architecture [29]. New architecture has perception, 

transport, processing, application and business layers: 

 

 
Fig. 3 - 5 Layer Architecture 

 

1. Perception layer works in a similar manner as 

previously described in the 3 layer architecture. It is used 

to take information from the sensors and implement it. 

 
2. Transport layer takes the data from the perception 

layer and pass this data to the next layer which is 

processing layer and vice versa. This will done with the 

help of networks like LAN, wireless technology, 3G, 4G, 

LTE, RFID etc[8]. 

 
3. Processing layer which is third layer has to perform the 

major task because it will process all the information 

gathered by the perception layer. There is a huge amount 

of data which will be stored with the help of some 

techniques like cloud computing or any DBMS. Then it 

will analyse how to fetch data whenever required in order 

to complete the desired task[23]. 

 

4. Application layer is next layer which implements the 

working of IoT. For this an application is required with the 

corresponding device in order to complete the desired task. 

 

5. Business layer is the last layer of this architecture 

which manages the working of entire system along with 

many other features, one of them is privacy[1]. 

 

Both the architectures are defining the working of  IoT 

system of different types but they all are following the 

same sort of working in order to  achieve its goal. 
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4 TECHNOLOGIES 
 

There are various technologies which are used to define 

IOT, but the four main technologies are as follows[9]: 

 

1. Radio Frequency Identification (RFID) 

2. Near Field Communication (NFC) 

3. Machine to Machine Communication (MtoM) 

4. Vehicle to Vehicle Communication (VtoV) 

 

4.1. Radio Frequency Identification (RFID) 

 

RFID is a system in which there is a reader to 

read many tags[4]. It uses the technology of radio waves to 

send the information of an object in the form of serial 

number which is attached to the tag. It uses the 

electromagnetic fields to transfer the data on the tags so 

that it can automatically identify and track the objects, 

corresponding to a particular tag[1]. As we already 

mention that RFID technology is based on reader and tags, 

so in the initial phase of research RFID defines in three 

configurations:- 

 Active RFID 

 Passive RFID 

 Active Reader Active Tag 

 

Active RFID - (Passive Reader Active Tag), the reader 

receives the signal or information from the device which 

runs on battery and this battery is operated by a device 

called active tag. This information exchange will take 

place in limited range of the active tags and the passive 

readers which is from 1-2000 feet depending upon the 

architecture[14].  

 

Passive RFID - The second one is Passive RFID (Active 

Reader Passive Tag), most commonly used, such tag does 

not have any battery or onboard power supplies, so it 

requires energy to send the data and thus harvests the 

energy from the RFID reader.  

 

Active Reader Active Tag - The last one both the reader 

and tags are active so it is an Active Reader Active Tag. 

Although both the reader and the tags are active, but tags 

will start sending information only when it is awoken by 

the reader or when it comes in the proximity of the 

reader[19]. So by this we can say that the main 

components of this technology are tag, reader, power 

supply, antenna, access controller, software and server. 

 

Application - RFID has a very limited use only for 

identification and tracking. As we know that it works on 

frequency and within a limited range. So it can work for 

such applications like smart grocery, smart cabinet, smart 

fridge, smart appliances, smart currency etc[14]. In these 

scenarios there is a tag on product and a reader to scan the 

tag. In a grocery shop we put tags on the products and 

when the product passes through that reader, the reader 

will catch it. In this way it can be tracked that which 

product is moving out of the shop and what inventory is 

left for that corresponding product. In the same way if a 

fridge can sense what is putting in it and what is taking out 

from it, it can also be done by RFID. One another very 

useful and common application of this technology is on 

airport where the baggages are tagged and read at another 

place.  

 

Issues - There are several issues with RFID. It works on 

specific range of frequencies; if these frequencies differ at 

different places then it will create a problem in reading a 

tag at different locations. It is also difficult to read more 

than one tag simultaneously[15]. There are methods to 

overcome this problem but very costly. Tags have to be 

implemented on the product and all the tags are different 

and unique, which includes some cost. The inclusion of 

cost is not comfortable all the time when comparing and 

concerning with the cost of product [4]. 

 

4.2 Near Field Communication (NFC) 

 

Near Field Communication is somehow little bit 

similar to RFID, it combines a RFID reader in a mobile 

phone, which makes it better, reliable and efficient for the 

users. Near Field Communication is a short-range wireless 

technology with the frequency of 13.56 MHz, typically 

work for very small distance up to 4 cm[3]. Allows 

intuitive initialization of wireless networks and NFC is 

complementary to Bluetooth and 802.11 with their long 

distance capabilities at a distance circa up to 10 cm. It is 

first developed by Philips and Sony companies. Data 

exchange was approximately 424 kbps. Power 

consumption during data reading in NFC is under 

15ma[2]. There are two modes in NFC technology: 

 

 Active 

 Passive 

 

Active Mode - In active mode both the devices are active 

and communicate with each other by sending the signals. 

  

Passive Mode - In passive mode one of the device sends 

the signal rather other just receiving it[28].  

 

NFC doesn’t need pairing, it cannot work from a long 

distance and in this way this technology is secure and use 

for mobile payments. 

  

Application - NFC works in a very short range so the 

devices must be kept nearby. It has several applications, 

the most important one is Payment App. Today, we have 

several applications (apps) by which one can pay without 

using a card, in this scenario the device works as a virtual 

card and the transaction will take place. One can exchange 

their business card with the help of their devices. They just 

touch their devices and their business cards will be 

exchanged. If a information is required than use the device 

with the smart poster and get all the information with a 

single touch[21]. It can also work while travelling; a 
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person can book a travel ticket or a room in a hotel. While 

booking keys are given to the person, when person touch 

the device on the appropriate devices, the work is done 

and the person will move in. 

 

Issues - These devices will work on a very small range, so 

this is one of the major issues. Two devices of two 

different manufacturers can create some compatibility 

issue in their communication. Due to this reason a 

monopoly may exist in market[3]. 

 

4.3 Machine to Machine Communication (M2M) 

 

Machine-to-Machine (M2M) refers to the 

communications between computers, embedded 

processors, smart sensors, actuators and mobile devices 

(DYE, 2008). The use of M2M communication is 

increasing in the scenario at a fast pace. For instance, 

researchers predicted that, by 2014, there will be 1.5 

billion wirelessly connected devices excluding mobile 

phones[5]. Now a days, there are approx 2 billion 

wirelessly connected devices which can gather 

information from the sensors, analyse this data and send 

the information to other devices to perform some task. 

Machine receives the information and perform the 

operation with the help of actuators, sensors, embedded 

processors and application software[12]. 

 

Application - In industrial work, a machine can sense the 

work efficiency of the machine and work accordingly for 

maximum output. Smart homes where objects can 

communicate with each other like when there is no one in 

the home and unfortunately the owner forgot to lock the 

home then smart home will sense that there is no motion in 

the home and it will lock the home and send the unlock 

key to the owner[13]. The same application is smart water 

supply, if there is a leakage then the machine sensor will 

sense this and send the information to the server. It will 

help to stop the wastage of water[24]. 

 

Issues - The key issues in M2M are -  

In M2M technology, devices or groups can use different 

naming process. Devices can use different names for their 

working or same name can be assigned different devices, 

objects or groups. They can also use some temporary id, 

names and URIs for their communication. IP addresses are 

also used to make communication among the devices or 

connected groups. These addresses may be of individual 

device or multicast address for group of connected devices 

or some other address schemes to make connectivity and 

communication[26]. 

 

In this way we can say that M2M devices are unnamed 

and have very less security. So it has several security 

issues and threats like hacking, unauthorized access, 

tampering etc. Some moving devices have problems of 

monitoring and linking with their base stations, 

geographical change may cause some effects on the 

network and it may get disconnected for some time or for 

a long time. It is a major security issue and some sort of 

attack can be encountered. These devices also require 

timely updates so that it will become aware from security 

threats. M2M devices are moving or stationary, so there 

are lots of devices which need to be operate and update but 

some of them are wireless and some are not, so it has not 

been easy to access each and every device manually. This 

will lead  more vulnerabilities to these devices.[5] 

 

4.4 Vehicle to Vehicle Communication (V2V) 
 

In this technology the objects are vehicles, which 

can communicate with another vehicle or the sensors 

around them. The main aspect of concern here is, there is 

no proper method to define the protocols because the 

object is moving and communicating with another moving 

object or with the sensors on the roadside[6]. So we are 

not able to define any routing protocol. This 

communication can work for a long distance and make an 

efficient communication among objects. This technology 

was designed primarily with the aims of traffic control, 

safety and accident avoidance. 

  

Application - Smart cars are the application of M2M, a 

car which is driverless or a car which have sensors and 

sense the speed of the nearby car who is getting slow 

uncertainly. So the car can also be slow down to avoid 

accident[10].  

 

Issues – The key issue in V2V are -  

The main concern of V2V is the loss of connectivity when 

any other object comes in between the communicating 

devices. If they are not in a proper distance and proper line 

of sight then they will not be able to continue in connected 

state[10]. 

 

Moving vehicles will also create several difficulties during 

establishment of communication. There may be change in 

topology when there is a change in the network. 

Sometimes device will not have the network or have little 

range of network, so the data will not be send or receive 

properly and device will not work accurately. This will 

lead to great problem.[6] 
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Fig. 4 – Applications of IoT  

 

5 CONCLUSION 
 

Internet of Things depends on Internet, sensors technology 

which makes the communication possible among devices 

by implementing different protocols.   

After doing the literature survey some major issues are 

observed, like the interrupted connectivity among devices 

effecting the communication. Also there is compatibility 

issue in devices. Security of devices during 

communication process and security of communication 

channel or link is also a major issue. Lots of work is to be 

done for the betterment and progress of this field; still 

there is more work to do, more standardization of 

technology, protocols and hardware are required to make 

completely reliable and secure domain of Internet of 

Thing. Some global guidelines should be used for this 

purpose.  The future is totally depends on Internet of 

Thing, so lot of thing to do at implementation level. In 

order to resolve security issues in IoT domain we propose 

to implement the concept of Block Chain in IoT. We will 

have deep discussion on principals and implementation of 

Block Chain in our further works. 
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